SOY TE CONG HOA XA HQI CHU NGHIA VIET NAM

THANH PHO HO CHI MINH Poc lap - Tw do - Hanh phiic
BENH VIEN TU DU
$6:¢056 /TB-BVTD Thanh phé Ho Chi Minh, ngay A5 thang © ndm 2025
THONG BAO

Moi chao gid mua sam thiét bj phong Datacenter ctia bénh vién Tir Dii nam 2025

Dé trién khai ung dung CNTT theo chi dao cua Chinh phuva Bo Y té, dic biét
la tng dung bénh 4n dién tir, Bénh vién Tir Dii ¢6 nhu cau tiép nhan béo gia dé tham
khao, xay dung gid du todan Mua sdm thiét bi phong Datacenter, cu thé nhu sau:

I. THONG TIN CUA PON VI YEU CAU BAO GIA

1. Pon vi yéu ciu bdo gia: T6 Dau thau- Bénh vién Tir Dil.

2. Théng tin lién hé ciia ngwdi chiu trach nhiém tiép nhin bao gia:

Ths. Nguyén Hai Duong — T6 Pau thiu, phong HCQT.

Dién thoai: (028) 39526568 — (681)

Nhén qua Email (file excel): quanlydauthau@tudu.com.vn

3. Cich thirc tiép nhin bio gia:

Nhén tryuc tiép hogc theo dudng buu dién tai dia chi: TS Déu thau (lau 3 Khu D) -
Bénh vién Tir Dil. Dia chi: 284 Céng Quynh, Phuong Bén Thanh, Thanh phé H5 Chi Minh
(Ban gidy c6 dong déu, ky ghi rd ho tén).

4. Thoi han tiép nhén bio gia:

Tir 08 gi30 phut, ngay 15/ 08 /2025 dén trude 11 gioy 00 phut ngay 20 /08/2025.

Céac béo gia nhan duoc sau thoi diém néu trén sé khong duoc xem xét.

5. Thoi han ¢6 hiéu lwc ciia bao gia:

T6i thidu 150 ngay, ké tir ngay 20 thang 08 nam 2025.

II. NOI DUNG YEU CAU BAO GIA

1. Danh muc hang héa: Cau hinh chi tiét theo Phu luc dinh kém

TT Tén hang héa PVT S6 lugng
1 | May chi img dung Bo 04
2 | Thiét bj luu trit SAN B 02
3| Thiét bj NAS Backup B 02
4 | Thiét bi chuyén mach San Switch( Cho Server va luu tri¥) Bo 04
5 | Thiét bi twong lira ( Lép ngoai) B 02
6 | Thiét bi twong lira ( Lép trong) Bo 02
7 | Thiét bi chuyén mach 15 B 02
8 | Switch Access Bo 02
9 | B6 Iuu dién may chi UPS B 02
10 | Ta RACK B 02




11 | Ban quyén phdn mém Oracle Goi 01
12 | Phin mém Backup dir liéu Goi 01
13 | Phin mém 4o héa cho Server Goi 01
14 | Giai phap sao luu ddm may Goi 01
I5 | Phan mém giam sat an ninh mang Goi 01

2. Danh muc thué dich vu: Cdu hinh chi tiét theo Phu luc dinh kém

i Tén dich vu thué DVT S6 luong
1 | Giai phap sao luu ddm may Goi 01
2 | Phdn mém gidm sat an ninh mang Goi 01

*Thoi gian thué: 03 nim

3. Pia aié.p cung cAp hang héa: Bénh vién Tir Dii, 284 Céng Quynh, Phudng Bén
Thanh, Thanh pho H6 Chi Minh.

4. Thoi gian giao hang du kién: Trong vong < 90 ngay.

5. Thanh phin va quy cich hd so bio gia:

- Bang gia: Méu sé 01

- Bang dap tmg yéu cdu moi bao gid: Mdu sé 02;

- Tai li¢u k¥ thuat liép quan (Chi tiét theo Muc 2 - Céc hd so gui kem, Méu sé 01).
Luu y: Nha thau gtri File mém dap tmg k¥ thudt va tai liéu k¥ thuat dinh kém USB theo bdo
gid; cdc Hop dong da thuc hién trong thoi gian 12 thang hodc Quyét dinh tring thau trong
vong 12 thang.

Cac béo gid khong thé hién diy du viéc dap mg cAu hinh, tinh ning k¥ thuat ctia thiét
bi chao gia so v&i yéu cau moi bao gia s€ khong dugc xem x¢t.

R4t mong nhan duoc su hop tac ciia Quy Cong ty.

Trén trong./. P\'/
Noi nhin: . GIAM POC
- Céac Cong ty; "GIAM DOC

- Luu: VT, P.HCQT-T) PT.

BS.CKII. Pham Thanh Hai
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PHU LUC

(Kém theo Thong bao moi chao gida ngay 15 thdang 08 ndam 2025 cua Bénh vién Tir Dii)

1. THIET BI PHONG DATACENTER

YEU CAU CAU HINH, TINH NANG, THONG SO KY THUAT

Thiét bi san xuat tir 2025 tré vé sau, méi 100%

Thiét bi nguyén dai nguyén kién, thiét bi va linh kién déu 12 hang chinh hing 100%
dugc xac nhén tir hang.

Tiéu chudn chat luong: ISO 9001 hodc twong duong

Ngufin dién: Phu hop vai tiéu chuén dién tai Viét Nam

2
3
4
5

Thit ' hc‘mg Daacenter bao i

Diu kién hoat dong: Phu hop v6i mdi truong Viét Nam

1 | Mdy chu ing dung: 04 bd

2 | Thiét bi luu trit SAN: 02 b

3 | Thiét bi NAS Backup: 02 bd

4 | Thiét bi chuyén mach San Switch( Cho Server va luu trix): 04 bd
5 | Thiét bi tudong lira ( Lop ngoai): 02 bd
6 | Thiét bi twong ltra ( L6p trong): 02 bd
7 | Thiét bi chuyén mach 13i: 02 bd

8 | Switch Access: 02 bd

9 | B0 luu dién may chu UPS: 02 bd

10 | Ta RACK: 02 cai

11 | Ban quyén phan mém Oracle: 01 gbi
12 | Phan mém Backup dit lidu: 01 goi

13 | Phin mém 4o hoa cho Server: 01 gobi

. —
s

Tai liéu huéng

tién

Viét: 01 bd R

dan sir dung Anh + tiéng

May . g dung:

Kiéu dang: Rack Server

CPU: > 2x Intel Xeon-Platium 2GHz 36C/72T 16GT/s 67.5 MB cache, DDRS5 4800
MT/s

RAM: > 16x 64GB RDIMM 5600MT/s Dual Rank

SSD:>7x 1.9 TB SSD SAS 6G

Network Cards > 2x Dual Port 10GbE BASE-T Adapter, OCP NIC 3.0 va > 1x
Dual Port 1GbE

Fibre Channel Port > 2x Dual Port FC32 Fibre Channel HBA ( bao gom module
quang > 32GB)

HO6 trg RAID: 0, 1, 5, 6, 10

Khe mé rong PCle: H trg tdi thiéu PCle Gen4 hodc Gen5

Hb tro cac hé diéu hanh: VMware ESXi, Red Hat Enterprise Linux,SUSE Linux




Enterprise Server,Microsoft Windows Server

Tdc dd bo nhé DIMM: > 5600MT/s RDIMMs

Hé diéu hanh: hé diéu hanh khong cai dat sin

Ngudn dién: > 2 bd ngudn Hot-plug, du phong (1+1), cong suat > 1400W

Quat 1am mat: Quat hiéu sut cao, du phong N+1.

Tan nhiét CPU: Tén nhiét hiéu suét cao

Quan 1y hé théng: Bd diéu khién quan Iy tir xa

Phu kién di kém: Bezel bao vé mit trudc, Rail trugt keém Cable Management

Thiét bi luu trir SAN:

Kiéu ddng: Rack Mount

Kha nang mé rong: > 6 by moé rong

B diéu khién (Controller): Dual Controller (active-active)

Controller Card: 8 cdng host FC 32Gb (SFP+), hd trg toc dd 16Gb/32Gb.

Dung luong luu trit > 40x 1.92TB SSD SAS 24Gbps Hot-Plug

FC Port: > 4 port 32 Gb ( bao gdbm module 32G)

Bo nhd dém (Cache) cho mdi Controller: > 32GB

HJ tro két ndi da giao thire FC/iSCSI

Expansion Enclosure: Dang Rack 2U, hd trg gén tdi thiéu 24 khe 6 2.5”
SAS/SATA.

SAS toc do > 12Gbps.

Ho trg RAID: 0, 1, 5, 6, 10

H§ tro snapshot, replication, thin provisioning, auto-tiering

Quan ly qua giao dién Web GUI, CLI, va SNMP.

Tuong thich cac hé diéu hanh: Windows Server, VMware vSphere, Red Hat Linux,
SUSE SLES

Phu kién rail truot 2U va bezel bao vé mat trudc.

Ngudn du phong (1+1) cong suat > 580W, Hot-plug

Thiét bi NAS Backup:

Form Factor: 2U

NAS 12-bay (hd tro md rdng tbi da 36-bay)

CPU: Intel Xeon D-1531 6 core 2.2 GHz

RAM: > 2x 16G DDR4 ECC DIMM 2666MHz

O ctmg HDD: > 8x 16TB 3.5” Enterprise-Grade SATA HDD

Khay 0 dia: 12

Loai 6 dia: 3.5" SATA HDD hoic 2.5" SATA SSD

HO tro 6 dia c6 thé thay thé néng

Card mang: 2x 10GbE RJ-45

Hd tro SSD Read/Write Cache

Hd tro Raid: RAID F1,Basic,JBOD,RAID 0,RAID 1,RAID 5.RAID 6.RAID 10

Giao thuc file: SMB,AFP.NFS.FTP,WebDAV.Rsync

HJ tro giao thitc: SMB1 (CIFS), SMB2, SMB3, NFSv3, NFSv4, NFSv4.1, NFS
Kerberized sessions, iSCSI, Fibre Channel, HTTP, HTTPs, FTP,
SNMP, LDAP, CalDAV




HO trg sao luu cuc b, sao luu mang va sao luu dit liéu sang cac may chu khac va
ddm may cong cOng, bao gom ca C2 Storage

Snapshots per Shared Folder: > 512

System Snapshots : > 16000

Thiét bi chuyén mach San Switch( Cho Server va luu tri):

Cong két ndi > 24x 8/16/32/64-Gbps Fibre channel

Module > 16 x 32Gb FC SW SFP+ Transceiver

S cong kich hoat > 16 port

Bang thong > 1.5-Tbps

Tinh ndng: HO trg vSan, zoning

Giao thirc: HO trg cac giao thirc Fibre Channel

HOb tro quan 1y qua CLI, Web GUI, SNMP

H3 tro tinh ning bao mat quan tri: RADIUS/TACACS+, SSHv2, SNMPv3.

C6 thé nang cap license m& rong

Nguon dién: > 2 ngudn 500W, hot-plug, hiéu suat cao.

Fan: >4

Thiét bi tuong lira Lop ngoai):

Giao dién cong két ndi: > 8x 1 Gigabit Ethernet ports va > 8 x 1/10G SFP+

Module > 2 module quang 10G SR va> 1 DAC 10G 3m

Thong lugng Firewall : > 45.0 Gbps

Sb phién dong thoi toi da > 10.000.000

Phién két ndi méi mdi gidy > 250.000

Storage: > 1x 900 GB

RAM: > 256 GB

Thong luong VPN IPSec > 22.4 Gbps

Hb trg cic tinh nang IPS/IDS, Anti-malware, URL, and DNS Threat Intelligence

HO tro co ché High Availability (Active/active, Active/standby)

H& tro quan Iy tip trung nhiéu thiét bi.

HJ trg ngudn dién du phong kép 1+1 (AC hodc DC)

Fans: > 2 hot-swappable fan module

Thiét bi tuong Ira (Lop trong):

Giao dién cong két ndi: > 8x 1 Gigabit Ethernet ports va > 8 x 1/10G SFP+

Module > 2 module quang 10G SR va> 1 DAC 10G 3m

Thong lugng Firewall : > 10 Gbps

S6 phién dong thoi tdi da > 1.400.000

Phién két néi méi mdi giay > 100.000

Thoéng lugng VPN IPSec > 5 Gbps

Storage: > 1x 900 GB

RAM: > 64 GB

H5 trg cic tinh niing IPS/IDS,Anti-malware, URL, and DNS Threat Intelligence

HO tro ngudn dién du phong kép 1+1 (AC hoic DC)

Fans: > 2 hot-swappable fan module

Thiét bi chuyén mach 15i:

Kién triac: dang module c6 thé hd tro dén 4 slot ( 2 slots Line-card va 2 slots




Supervisor )

Giao dién port: > 48-Port 10 Gigabit Ethernet Data va > 48 port 10G SFP+

Module: > 16 module quang 10G

Thiét bi > 1 Supervisor

Hb tro > 4x 1/10/25 GbE, > 4x 100GbE ( bao gdm phu kién Stack)

Wire capacity: > 9.6 Tbps

S6 dia chi MAC hd trg: > 128,000

Céc muc dinh tuyén IPv4:> 256,000

Hb tro s6 VLAN ID: > 4,094

B6 nhé DRAM: > 16 GB

Flash: > 16 GB

HOd tro céc tinh nang QoS: Class of Service (CoS) and Differentiated Services Code
Point (DSCP) field classification, Shaped Round Robin (SRR) scheduling,
Committed Information Rate (CIR), and eight egress queues per port.

Hb tro cdng a0 SVI (Total Switched Virtual Interfaces (SVIs): > 1,000

HO trg Jumbo Frame: : > 9,216 bytes

Kha nang mé rong bang thong toi da trén mdi khe cam: > 480 Gbps

Hd tro giao thitc Multiple Spanning Tree Protocol (MSTP),Per-VLAN Rapid
Spanning Tree Plus (PVRST+)

HJ tro giao thirc Protocol-Independent Multicast (PIM)

HO tro co ché High Availability

Hb tro: VXLAN

H{ trg céc tinh ning: Layer 2, Routed Access (RIP, EIGRP Stub, OSPF),PBR,
PVLAN, VRRP, PBR, CDP, QoS, FHS, 802.1x, Macsec-128, CoPP, SXP, IP SLA
Responder, SSO

Hb trg ngudn dién du phong kép 1+1 (AC hodc DC)

Switch Access:

Kién tric: 1RU

Sb lugng cong: > 48 cong Gigabit Ethernet & > 4 x 10G SFP+

Module: > 2x module quang 10G SR, module Stack

Tbc d6 chuyén tiép: > 130.95 Mpps

Tdc do chuyén mach: > 176 Gbps

DRAM: >2 GB

Flash: > 4 GB

HO trg cong nghé StackWise-80 Tecnology hd trg > 80 Gbps

HO tro céc tinh ning: Layer 2, Static Routing, RIP, OSPF

HO trg kha nang High availability: Giao thitc (MSTP), (PVRST+),

HO trg cac cong nghé méi: Flexible NetFlow (FNF), NBAR2, Superior QoS,
Multicast DNS (mDNS) gateway

Hb tro quan tri qua CLI, WebUI

B Iuu dién may chu UPS:

Dang Thap (Tower)

Cong xuat: > 80kVA/72kW

SH pha: > 3 Phase 4 Wires and Ground

Ngudn dién vao: 380VAC




Ngubdn dién ra: 380VAC

Dién 4p diéu chinh: +1%

T4n sb hoat dong: < 40Hz- > 70Hz

Thoi gian luu dién > 15 phut, hd tro dc quy kém phu kién c¢6 thé md rong

10 | Tu RACK:
Tu mang 42U-D1000 duoc thiét ké chuan 19 inch hogc twong duong
Kich thuéce: (600 (rong) x 2100 (cao) x 1000 (sdu) mm) + 10%
Toan b tii rack 42U bao gdm:
+ Vo ti mang day > 1.2mm
+ Khung gan thiét bi day > 1.8mm
Quy céach: Tu ding

11 | Ban quyén phan mém Oracle;
Khong gi6i han User, server chay 2 CPU
Oracle Database Enterprise Edition - Named User Plus Perpetual
Software Update License & Support
Tich hop céc giai phap nhu RAC, RAC One Node, Active Data Guard,
GoldenGate, Multitenant, Globally Distributed Database dé dam bao hé théng luén
sén sang cao.
Bao gdm cac cong nghé nhu: Advanced Security (ma hoa), Audit Vault, Data
Masking, Data Safe, Label Security, Database Vault, Key Vault, SQL Firewall
Kha néng quan ly co s¢ dir liéu:
Cho phép tim kiém twong tur (similarity search) trén dir liéu khong ciu trac (van
ban, hinh anh...) bing cach luu trit dudi dang vector va hd trg SQL cho truy vén.
HOd trg cc cong nghé nhu In-Memory, Multitenant, Partitioning, Spatial, Graph
gitip t6i vu hiéu qua phan tich dit liéu.
Hb tro cac cong cu hd tro phat trién bao gém JSON Relational Duality, Oracle
APEX (low-code), SQL Developer, cung hd trg Python, Node.js, Java, NET
HO tro tinh ning sao chép RAFT gilta cdc co s¢ dit liéu vt 1y cho phep tu dong
chuyén ddi du phong ma khong mat di liéu trong vai gidy, giip don gian hoa viée
tao va quan tri co s dir liéu phan tan c6 kha nang chiu 161 va loai bé nhu cau xir Iy
thu cong dé duy tri tinh kha dung chu dong.

12 | Phian mém Backup dit liéu:

HO trg tinh ning Multi-factor authentication (MFA): Tt ca tai khoan ngudi ding
truy cdp Veeam Backup & Replication Backup Console phai dugc ap dung xac
thuc da yéu t6 (MFA) nhim nang cao murc d6 bao mat va giam thiéu rui ro truy cap
trai phép.

Tuén thu FIPS: Toan b thanh Hhiin trong ha ting Veeam Backup phai sir dung cac
API va m6-dun mét mi dat chuan FIPS (Federal Informatlon Processing Standards)

Tang cudng bao méat va giam thleu gian doan do phan mém doc hai gay ra
(malware), ddng thoi khoi phuc vé dlem khoi phuc an toan, khong bi xam pham

thong qua tuy chon quét YARA truc tlep trén céc tép sao luu trude khi thuc hién
khoi phuc.

Tu dong phat hién mdi de doa, kiém tra va xac minh kha néng khoi phuc cua timg
ban sao luu bang céach chay may &o (VM) tryc tiép tir tép sao luu trong mot ban sao
cach ly ctia mdi trudng sin xuét, bao gdm hd trg céc tap lénh kiém tra tiy chinh




cho tmg dung. Thuc hién quét ndi dung sao luu thii cong, theo yéu cau, ddi voi cac
ban sao luu da nhdp hodc bat cir khi ndao can phén tich moi de doa.

Hb tro da nén tang o hoa nhu VMware vSphere, Microsoft Hyper-V hypervisors.
Béo vé may a0 (VM), dir liéu, tng dung va nhiéu hon nita véi kha ning khdi phuc
toan bo may 4o ngay lap tic ciing nhu thuc hién khoi phuc chi tiét céc thanh phan
quan trong cua ing dung.

HO trg Oracle Linux Virtualization Manager va hypervisor Red Hat Virtualization.
Cung cip kha ning bao vé dir lidu va khoi phuc chi tiét cho may 4o, dir liéu va ing
dung chay trén Oracle Linux Virtualization Manager va hypervisor Red Hat
Virtualization.

Tao céc ban sao luu dong nhat tng dung v6i kha nang xu ly nang cao, nhéan biét
mg dung dé hd trg khoi phuc chi tiét. (Sao luu nhat ky giao dich cho Oracle,
PostgreSQL va SQL Server khong dugce bao gobm trong phién ban Community
Edition).

Bao vé va khoi phuc dit liéu NAS: Hé thong phai hd trg bao vé va khdi phuc hiéu
qua cac thu muc chia sé NAS (SMB va NFS) v6i kha nang mo rgng quy mo lon.

HJ tro gidm sét, bo cdo va canh bdo toan dién cho céc tinh ning mai, bao g6m:
Sao luu Iuu trit d6i twong (Object Storage), Cong cu phat hién phan mém doc hai
(Malware Detection Engine).

Hb tro Veeam Explorer for Oracle: Khoi phuc ting co s& dit liéu Oracle mot cach
d& dang bao gdm sao luu nhat ky giao dich khong can agent, quan ly nhat ky luu
trit (archived log), va khoi phuc co s6 dit li€u ¢ cép giao dich vé mdy chu Oracle
gbc hodc may chi méi, cling nhu kha nang xuét ban (publish) va xuat (export) co
s¢& dit liéu Oracle.

HO tro loai bé thoi gian ngimg hoat dong va giam thiéu mat mat dir liéu cho cac
workload Tier-1 trén VMware vSphere va Cloud Director bé.ng CDP (Continuous
Data Protection) tich hop san, cho phép khoi phuc tire thoi ve trang thai méi nhat
hozc diém thdi gian mong mubn, mang lai céc chi s6 RPO (Recovery Point
Objective)

M6 rong kha ning bao vé va kha nang phuc héi dir liéu véi tinh ning sao luu va
khoi phuc cho Entra ID.

13

Phan ném a0 hda cho Server:

Tuong thich véi nhleu kién trac CPU(x86, ARM) va céc hé diéu hanh, co so dit
liéu va cac phan mém trung glan

Tuong thich v6i VMware: H3 tro quan 1y hop nhét, di chuyén nhanh chéng chi véi
mot thao tac va khoi phuc tham hoa lién mach nham duy tri tinh lién tuc dich vu va
giam thiéu thoi gian gidn doan cho mdi trudong 4o hdéa VMware.

Béao mét da tang cho hé thong dich vu: Cung cap cac co ché bao vé an ninh ¢ nhiéu
16p bao gdm céc 16p nhén h¢ diéu hanh (kernel), dir liéu, dich vu va quan ly, dam
bao tudn thu cac yéu cau bao mat va bao vé toan dién cho hé thong dich vu.

HO trg Quan ly tép trung theo cum (Cluster-based Centralized Management): a0
héa nhiéu may chu doc 1ap thanh mdt cum giup giam do phuire tap ciia quan ly ma
con mang lai tinh kha dung cao.

HO tro gidm sat lién tuc cdc mdy ao va tai nguyén va cung cip co ché heartbeat cho
cac may chu va nhom luu trir dung chung.




HJ trg céc giao thire luu trit SAN/iISCSI/NFS,.. Cho phép cac mdy chii khéc nhau
truy cap cung mot tép luu trir.

H& tro tinh ning Dynamic Resource Scheduler (DRS): Co ché tu dong lién tuc di
chuyén may 4o sang cac may chii ¢6 nhiéu tai nguyén kha dung hon dé dam bao
moi may &0 déu c6 thé truy cip nhanh chéng vao tai nguyén trén node.

HJ tro gidm sat viéc sur dung tai nguyén nhu muic st dung CPU, murc st dung bo
nhd, so lugng két noi trén cac may chu vat Iy trong cum.

HOb trg Raw Device Mapping (RDM): Cho phép 4nh xa truc tiép LUN tir hé thong
luu trlit SAN (qua Fibre Channel hodc iSCSI) t6i may &o.

Cung cap giao dién hién thi truc quan mdi quan hé giita cic cum, mdy chii, may 2o,
mang, thiét bi luu trir.

IV | YEU CAU KHAC

1 | Thoi gian giao hang: <90 ngay. Dia diém giao hang: tai Pon vi sir dung

Thoi gian bao hanh: > 36 théng ké tir khi dua vao sir dung, Bén ban phai thyuc hién
2 | bao tri/hi€éu chuan/kiém dinh, theo quy dinh gfla nha san xuat. Dinh ky thuc hién
bao tri trong thoi gian bdo hanh < 03 thang/lan.

Dao tao chuyén giao cong nghé: tai Bénh vién Tir Dil.

Van chuyén, l3p dit, thi cong hoan thién, cai dit, cin chinh, huéng din dan sir dung
tai Bénh vién Tu Dil.

HO trg cai dit phan mém, update cic phién ban, tinh nang ctia phan mém khong
gidi han thoi gian, so6 lan.

3
4
5 | Toan bd phan mém phai 12 ban quyén.
6
7

Cam két cung cép CO, CQ, TKHQ, invoice, van don

DICH VU LUU TRU BAM MAY VA GIAM SAT AN NINH MAN G

1] Glal phap sao luu da.m may 01 g0i
Phan mém gi4m sat an ninh mang: 01 goi
Tai liéu huéng dan sir dung tiéng Anh + tiéng Viét: 01 bd

1 Dich vu Giai phap sao l dam maéy:

Dung luong luu trit: > 10.000 GB/thang.

Thoi gian khdi tao dich vu: < 30 pht.

Giao thue S3 trén HTTPs

Giao dién quan ly Web

Khdi tao céc phan ving bucket

HG tro Iuu trit thanh > 3 ban & > 3 phan ving doc 1ap dé dam bao an toan dit liéu
cho nguoi ding ma khong phan biét toe do truy cép upload/download cua timg
phén vung.

HJ trg tinh niing versioning: Cho phép luu tri¥ nhiéu phién ban cta cuing mot
object trong bucket. Khi bat tinh nang, moi thao tac ghi dé hoac xda sé tao ra mot
phién ban méi thay vi thay thé hodc x6a vinh vién object cil.




Dich vu Phin mém gidm sat an ninh mang;

Thu thép thong tin, su kién bao mat: SOC tién hanh khao sat toan bd nguon log tur
hé thong, bao gém log ngudn, log img dung va log mang, dong thoi tdi wu hoa
nguodn log dé dam bao hiéu qua phan tich. C4c giai phap giam sat dugc trién khai
va tich hop vao hé thdng SOC, két hop ra soét va tinh chinh dé dam bao dir liéu
day du, chinh xac

Giam sat an toan thong tin 24/7: Hé t}}éng SOC lién tuc gidm sat toan by hoat
dong cua h¢ thong CNTT, xac dinh dau hi€u tan cong, phat hién cac bat thuong va
thuc hién hoat dong “threat hunting” dinh ky nham chu dong tim kiém moi de doa
tiém an.

Ung pho su ¢6 Khi phat hién su cé doi ngli SOC sé& phén tich nguyén nhén, danh
gid murc d§ anh huong va dé xuét giai phdp ngén chan kip thoi. Trong céc tinh
hudng nghiém trong, SOC phdi hop truc tlep v6i khach hang dé xu ly tai chd
(onsite) hodc hd tro tir xa cho dén khi khac phuc hoan toan.

Phat trién ndi dung (Rule, Playbook): SOC thuong xuyén tinh chinh va cap nhat
tép luét trén hé thong SIEM, dam bao kha ning phat hién tan cong méi va giam
thiéu canh bao sai. Quy trinh phan (g ciing dugc cai tién lién tuc dé nang cao
hiéu qua phong thu.

Cung cap Dashboard va bdo cdo: Khach hang dugc cung cap tai khoan truy cép
Dashboard d theo dbi tinh trang an ninh mang theo thoi gian thuc. Bao cdo tong
quan dinh ky gitip doanh nghiép nim rd dién bién va céc chi s6 an toan cta hé
thong

Threat Intelligence (Tinh bdo an ninh mang): SOC lién tuc thu thap, phan tich va
canh bdo sém vé céc 16 hong bao mat, moi de doa méi va chién dich tan cong dang
nhim t6i khach hang, glup doanh nghiép chu dong phong tranh

Phan tich ma doc & diéu tra chuyén sau: Khi ¢6 nghi van hodc sur ¢d, SOC sé thuce
hién phan tich ma doc, danh gia kha ning lay nhiém, x4c dinh tdc dong va dé xudt
bién phap xur ly triét dé. Hoat dong nay gitip ngan chan ti dién va cling ¢ phong

thii cho hé thong.

Dich vu Penetration Testing (kiém thir xdm nhép) 1a qué trinh m6 phong céc cude
tdn cong mang c6 kiém soat nhdm danh gia mic do an toan cia hé thdng thong tin.
Phuong phap nay cho phép cdc chuyén gia an ninh mang xdc dinh va khai thac cac
15 héng bao mat ton tai trong ha ting CNTT, ting dung web, dich vu mang, thiét b
di dong hodc moi truong dam may. Khéc véi quét 16 hong tu dong, pentest di sau
vao viéc phan tich, khai thac va chirng minh kha nédng tan cong, tir d6 giap td churc
hiéu rd rui ro bao mat & muc thuc té.

IV

YEU CAU KHAC

Thoi gian giao hang: < 90 ngay. Dia diém giao hang: tai Pon vi sir dung

Pio tao chuyén giao cong nghé: tai Bénh vién T Dil.

Vién chuyén, lap dat, thi cong hoan thién, cai dit, can chinh, huéng din dan st
dung tai Bénh vién Tt DA

Toan bd phdn mém phai 14 ban quyén.

h &= W N~

HO tro cai dat phan mém, update cac phién ban, tinh nang ctia phan mém khong

gi¢i han thoi gian, sO lan.




